Aston Fields Middle School

Striving for Excellence: Learning for Life

December 2025

Dear Parents/Carers,
Social Media and Online Safety Risks

There has been a lot of news recently about Australia’s new ban on social media for young
people. While it can be good for them to work online to connect, create and explore we
need to be aware of how it can expose them to unsuitable content and experiences, causing
them to be unsafe.

| wrote to you last week with reminders about keeping our children safe in their use of
technology as we approach the Christmas period but wanted to update you further. Just this
week, | have been alerted to some concerns about the dangers of specific websites and apps
that have affected young people locally and it is important that we share this information
with you.

There are many apps and websites that allow young people to connect safely, with the
appropriate age restrictions and privacy settings in place. However, we are aware of some
websites that are exposing children to the risk of connecting with random strangers through
live video calls. In 2023, a website called Omegle was closed down due to reports of young
people being matched with random strangers, very often adults, and consequently exposed
to inappropriate and dangerous material and also connecting with people who were putting
them at risk of being exploited.

Recently, we have heard of copycat websites that are based on the same model and are
again putting children at huge risk of being exposed to contact and content from adults who
are accessing these websites. One has a similar name to Omegle, along with others such as
OmeTV and Monkey. These all set an age limit of 18+ but it is very easy for younger children
to bypass this.

We feel it is vital that parents and carers are as informed as possible to the potential
dangers of these websites and apps and the emotional impact it has had on young people
who have accessed these. We have included a link to the Internet Matters website and
factsheets about similar sites to help you keep as informed and talk to your children about
online safety.
https://www.internetmatters.org/advice/apps-and-platforms/social-media/monkey-app/
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Helpful advice for families:

e Ask your child what websites they are accessing

e Check your child’s device history

e Ask your child if they are using any live chat apps

e Don’t mention Omegle directly as we don’t want to signpost it to the children if they
are not aware of it.

e If your child tells you that they have been on Omegle — please ask them about it to
find out more

e Check for apps and their age restriction

e Look for apps that allow any sort of live chat and remove them from their phone

e Block inappropriate apps or websites in your security settings on your child’s device

| hope this information is of help to you but please feel free to share it with other friends
and family members if they think it would be helpful.

Kind regards,

%\@%

Mrs Mynott
Assistant Headteacher/Designated Safeguarding Lead
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STRANGER
DANGER

While young people generally
know not to share personal
information with strangers, the
safety of their home and the
distance offered by technology
can make them feel more
relaxed and uninhibited.
Combined with the fact that
OmeTV provides a webchat

| function - and anonymity — it
can be an easy way for
groomers to gather information,
ask to connect on other social
media platforms, or potentially
request intimate images.
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| EXPLICIT CONTENT

Unfortunately, there are a lot @#I e
of users who use OmeTV's \ -

webcam feature to expose i
themselves. While users can

swipe to the next call quickly, it's
not something that can be

filtered out completely — so

young people could easily be
exposed to highly inappropriate
images.

REPORTING A
DIFFICULTIES

When video calling, the other
erson’s username is often
idden and therefore they can't

be blocked or reported. There is a

‘Report Abuse’ tab at the bottom

of the video, but the speed with

which calls can swipe past can
make it difficult to use this
system. There's also littie
evidence to suggest that
offenders are deait with
appropriately (through warnings
or account termination, for
exumplesj.

Although the site states that
users must be 18 or over, there's
no way to verify this, and it’s
easy touse an existin?
Facebook account to fog in, or
for users to set up a fake
account. To access OmeTV,
users simply need to pressa
button confirming they're an
adult, which means it’s likely
many users will claim to be
much older than they are.
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When young people are chatting
live on a webcam, they could be
coaxed by others into doing
thinqs they don't feel
comtortable doing, or persuaded
that no harm can come from it.
What they don’t know is whether
the other user is recording them.
These videos could then be used
to embarrass or blackmail them,
or ther could be keptby a
potential online predator.
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LIMITED PARENTAL
CONTROLS .

7 @
OmeTV has ve { @
limited parental controls. * >
There is a ‘safe mode’, but

this is of little practical use
?iven that explicit content isn‘t

iltered out. While the site lists
several rules and regulations,
there are few apparent ways to
enforce them or restrict what
users can see or do.

FOLLOW AGE GUIDELINES

OmeTV hos an oge recommendation of 12 and over, which
suggests the developers are aware that it may facilitate

adult content. It's importont to adhere to the oge guidelines
ond try to restrict occess to the app for younger users. If you
find it on an under-18‘s device, talk to them about the potential
risks and explain why they probably shouldn’t be using it.

DISCOURAGE CHATS WITH STR;ANGE‘R'S

Remind your child of the dangers of talking to strangers
online. The ononymity OmeTV offers, plus its webchat
function, makes it an attractive place for groomers to
network and create inappropriate content. Explain that your
child may see something which upsets them — and thatit'sa
crilt:ne for anyone to expose themselves to o young person
online.
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DISCUSS THE DANGERS

Maintain communication with your child about online

safety and empower them to protect themselves. Simply
deleting an app from their device impacts their independence
and can cause resentment. Instead, highlight news reports of
predators exposing themselves to children on the internet, and
discuss what they should do if asked for explicit images.
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ENABLE PARENTAL CONTROLS

Regardless of how responsible your child may be, it's

essenticl to use parental controls on their device. it's easy for

z'ounJg people to get lured in by others, feeling they've builtup a
rusting friendship and being coaxed into doing things theg

wouldn’t normally do. Ensure in-app purchases aren’t enabled on

their device, and emphasise that they can always talk to you about

anything online that worries them.
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Also known as Monkey Cool, this plutform'aims tofill the gup left by Omegle {which has now shut down

\
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by pldcing users in random video chats with strangers. Participants use their mobile numberand

Saapchat username to connect to the service, where they can make matches, message otherpeople
and join group chats. The mobile version has been removed from the App Store due to safety concerns, - f
but iPhone owners can still access the site via their Web browser. The app remains availableon Gaogle
Play, whereits listing claims that Monkey has more than 30 million users worldwide. &=

WHAT ARE

THE RISKS? | (N

 (AGE-IN

' CONTENT f
[ The app claims to use Al to
‘ detect sexual content or activity
that violates its policies, along with
having a 24/7 moderation team.
However, reports in the media
continue to indicate that explicit
contentremains commonpldace on
| Monkey (including sexually graphic
\Loor violent materiagl’) and is therefore
{ accessible to anybody who uses the
( app - including those aged under
18.

CONTACT WITH
STRANGERS

The obvious risk in accepting
random video chat partners is that
users cannot know what or who they
will see on their next connection.
Talking to strangers is, of course,
potentially dangerous — especially
for children who might be persuaded
to meet up with these people offline.
The app lets users find each other by
location, increasing the chances of a
child being matched with a stranger
from their local area.

 INTRUSIONS ON
PRIVACY

v > Advice for Parents & Carers

| IN-APP

SPENDING

While Monkey is free to download,
itnevertheless offers in-app
purchases promising to unlock
access to premium features. For
example, users who wish to make
use of ‘Knock Knock chat’(Monkey's
text-basedmessaging option),
rather than the app’s
Chatroulette-style random video
calling feature, will need to pay to be
able to do so.
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According to Monkey's privacy.
policy, personalinformation (such
as name, profile picture and date of
birth), user-contributed content
(any photos, texts, videos and
screenshots shared) and each
user’s browser and IP address are
collected. That is a considerable
amount of data for Monkey to
gather on its users — and all of this
information is shared with third
parties.

( e RESTRICT IN-APP PilRCHASlNG

Even if you're comfortable with your child using Monkey, it's still
important to talk about the potential dangers. It's crucial, for instance,

e v -

that young people recognise the risks that stem from video chatting
with strangers; that they understand not to share identifying V‘
% what to do if they are exposed to inappropriate content. such as this.
: A TR ‘ L 4
I Monkey states in the safety section of its site that “people are
iven the power" and that, to a large extent, Monkey is
inappropriate content on the platform, they can select the ‘police’
emoji in the top right corner of their screen to submit a report for
homework or even to eat regular meals.
A K‘
Meet Our Expert

information (like their street or school name); and that they know
: [ REPORT INAPPROPRIATE CONTENT CIEF'! SPOT THE SIGNS
| LCENSOper
self-governing.” If a user is exposed to sexually explicit or \m\/
‘\ Monkey’s moderation team to review.
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If you're concerned that your child is spending too much time on
Monkey - or that they may have been exposed to inappropriate or
distressing content — it’s important to watch for potential indications
that they've been affected emotionally. They could be unusually irritable
or unable to concentrate, for example, or failing to complete their

If your child is accessingMonkey.via an Android device, you

can prevent them from making in-app purchases through the

device's settings. If you do allow yourchild to use the site, we‘d recommend
that you enable this feature: young people have been known to spend
significant amounts of money.in their desire to unlock more features in apps
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